Protecting your

web applications
with the DNS

Jonathan Stowe



i
Cle LdL wiww Neels o BoEermsm Saus Lek

L : - = .
b - '* - g ﬁ!u :\ﬂ E B A Snelast yaps A Emde © e n A neanon AR Opar it 3 -
itk =11 il o Bafrer ko =olleoiein —

STaEairE o e | gl g e g | Frshiamang x| L Tkl Adacs

HowlBuildMyOpenMindcs

Hoirel'oae | RecaptChoages | Prefsrentes | [Fooic=

At v U ima s b, cos W-ow E T oy e Al mas |, comybi m BERE T ke o Shmid sk, comutdree. B FRSRT
et AR eami Ay I’m b A

i i IR, moeey T e e e Bl SR an et tnt LEEEET e e il ARG, ooy e b g dn g
A ban e L0 AEE eietbn bl e iE =

Nt Lo B e 56 comralve- ey TR ["' J Lon o el S ot wndy. il Toree w il frvewesy Lleod 36 cumy e e oo TEE
=3 At W £ S G, comy Erdy e AL ST

it e T e ey T B __||_|_.' gt e e e T ) el i e .'...'- Tt Sargen T oo te. At IleI:D
o R 3o A e 8 TS Tl T ol s MR =il 23 i

ULy e Lo T EG vy Tedne il Tease e Tl Maew lnelE6, coarg'edl e jh ST0EE Bl e TR dammiyyily Llm Si0TE
- ; e . b S
re tilo e Lintd 56, pomuele e oecivel 32

T TR T S ].‘-r b el e R RS Tl e e Ll et Lo egdy Tilin T“T'*-FH'" Db venains, L ool b oyl e (oo
DEF e T T md i TN e T

LIJ

=y i
2

'~_-\."'\.

itz e 1 AR, pemiipdT . aim -0 8 oo I med T o) rgpda. b FEH M5 vtpdvesne 0 mAR L el ey nmeshdy. e
STt A L b e Bl S0 comizde b Bl e

L g drwee i LD BG puolti; _rI- [l i A ke =|1_-ii5 _| FTERIECTL T A v rd R ATt A T3 (el i ] T A
UL e LBl il el v, iy E“Tﬂ-':r,- b Ly Pt LS st g edy. il fH =t 0%

nttn ey i md S, comegiy. bom ’SE:F :.- B S A Aimdse, conyeErdy, Db B T ot wewer Almd Sn, conyormfdy anm A
W A2 Wi e il ey _ﬁ,d_-l: T

it e A TR noendtndy, e IO e, A RS rmetasraee b St A s betno drees fUe NG noesa nw e i
e al Loy Tl B, o sy, Ll Pt g

FATIEETF RIE- I ITAa =1 =TI PR TID= T+ 5 10F ]
| K-St 11 =L O B O et | B S 0 | 1 i O g T | [ M | B ) B i R W) | | B

Mgz =0 M= TEH Ml bl Misa sl l Cogdsas a1 D G el di ot 1 T TS B o
B [[Ea el EEmi el 1355 e (et nll S nREH RS T 15500 -I-_'HIII— itk Pearinl| T

i ||l ==
FHF LT = | s )| 1|0 s | LEHTE |SH Tz L s EERR S |

0 e 0 ol 8 e o B WO g ) R SR () R MY o SETE TR I e a0 T B £ e oyl |

| ane

E¢HM§@IW*"‘T“ A 4 ANy sE |G JinResd  @SswRRan b 400w rEm 1|I¢A.E:fl:'ﬁ-.n'w%::avmxr;m=r_r! - }? T lil--.i i) wss E




a R Fuat] IWFIRR - WO me Pog e —
e Ll Wew WEElr Sl Boesroies Sean Lk

« . & D B o

T

s B L R T R BT T -
Bl ko =glleiisin

jrepal. T TR RN St Lawake o rrshsman i Tnnkraddad

(&

=rclpng

Home Page
TrescintEn &
puy &ctrapid Penhil onlins

Talliary SR Cas by ACIFAM anline

III HIr =1

Iz& 1

rkn
onErkzed ons
“aegilE i

To=xlmeyals
Farngracle
By keuga ake anling
by Avuprl opline
Puy Addavir enfine
Buy ADAFERTH smllns
Rury SO MOEN polins
wy Adolab £ enliny
By Rarnlln online
buy Alral Cranline
uy ALASACTIDE 23 anlins
Buy ALADAKCTIGE S0 anlina

buy ALEERCILIN onillnm

buy ALDACTONE onllna

I

TG i T : ; R — | '
:E l'j .ﬁ{___" a EermA R | 4 ANEdy  sE Y IInResd  Eesw Foac Vb B 0000 T Y B A S0 Wik - K ar -:..- o '_'_'r_n?El £ B'.QIEI L 1] ﬂ



What is the DNSBL?

* Perform DNS lookup of a host in a
particular format

* Returns a result if the queried host is of
interest to the creator of the ‘block list’

e Some lists return different values to
indicate the nature of the entry.

* May also have TXT records containing
further information about the entry.



Why use a block list

* Automated comment spam

* Open proxies, 'zombies' and other known
abusive hosts are listed in various DNSBL

* Logs submitted by NMS guestbook users
suggest that 50% of abusive hosts listed.

* Dynamic and more flexible than application
or server configuration based on static
lists.



How to use the DNSBL

* DNSBL query is for a DNS "A’ record in the
form

4.3.2.1.dnshbl - zone
Where the host IP is 1.2.3.4 and dnsbl-zone is the

Zone being queried.

* Corresponding BIND zone file record will
look like:

4.3.2.1 |IN A 127.0.0.1



How to use the DNSBL

The simplest of Perl code:

sub rbl check
{
my ( $Sip, $zone ) = @

.
14

my $rc = 1;

if ( Sip =~ /(\d+H)\. (\d+) . (\d+H)\. (\d+)/ ) {
my Squery = "$4.$3.52.81.Szone.";
my Sres = gethostbyname (Squery) ;
if ( defined Sres ) {
Src = 0;
}

return Src;



How to use the DNSBL

Using it in a CGI program:

if (!rbl check (SENV{REMOTE ADDR}, 'xbl.spamhaus.org"')

{
print "Status: 403 Forbidden\n\n";

exit;



Testing

* Get yourself in a block list

* Alternatively create your own block list

— Local DNS server (such as BIND)

— Add zone to DNS Server configuration
- Create zone file containing your host
- Point resolver at your DNS server

- Query against your new zone



Testing

BIND configuration to add zone:

zone "test.relay" {
type master;
file "test.relay";

sy



Testing

Create zone file “test.relay” :

STTL 1d

@ IN SOA localhost. root.localhost. (
1997022700
28800
14400
3600000
86400 )

IN NS localhost.

1.0.0.127 IN A 127.0.0.2



Which DNSBL to use?

 Select a DNSBL zone that lists the
appropriate hosts

- e.g xbl.spamhaus.org lists open proxies and
other exploited machines

* Check that the policy of the DNSBL permits
this kind of usage. Some may want to be
notified before you use them.

* |Investigate the reliability of the service.



Taking it further

* Use Net::DNS to retrieve TXT record from
lists that provide this, in order, for
example, to give a message indicating the
reason for refusing access.

* Create a mod_perl access handler that can
protect a whole site or part of a site.

* Maintain your own private DNSBL.



The Abusive hosts blocking list.

* Lists and categorizes hosts that are known
to have been used in abusive actions on the
internet.

* Returns a different value dependent on the
kind of “abuse” the host was engaged in.

* Not all entries are appropriate for
protecting applications

* Has a “comment spam” category.



The Abusive hosts blocking list.

127.0.0.2 - Open Relay

127.0.0.3 - Open Proxy

127.0.0.4 - Spam Source

127.0.0.5 - Provisional Spam Source Listing block (will be removed if spam stops)
127.0.0.6 - Formmail Spam

127.0.0.7 - Spam Supporter

127.0.0.8 - Spam Supporter (indirect)

127.0.0.9 - End User (non mail system)

127.0.0.10 - Shoot On Sight

127.0.0.11 - Non-RFC Compliant (missing postmaster or abuse)
127.0.0.12 - Does not properly handle 5xx errors

127.0.0.13 - Other Non-RFC Compliant

127.0.0.14 - Compromised System - DDoS

127.0.0.15 - Compromised System - Relay

127.0.0.16 - Compromised System - Autorooter/Scanner
127.0.0.17 - Compromised System - Worm or mass mailing virus
127.0.0.18 - Compromised System - Other virus

127.0.0.19 - Open Proxy

127.0.0.20 - Blog/Wiki/Comment Spammer

127.0.0.127 - Other

http://www.ahbl.org/docs/dnsbl.php



